Chapter 43

Privacy-Enhancing Technologies



— sender a

message 01001000

keywith b + 10101010

keywithc + 11100011
transmission 00000001
— sender b

message 00000000

keywitha + 10101010

keywithc +00111010
transmission 10010000
— sender ¢

message 00000000

keywitha + 11100011

keywith b + 00111010
transmission 11011001
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Rel ENC{-} — symmetric encryption
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Bank Bank
(Debit User's Account: $1) (Credit Merchant's Account: $1)

Blind Signature
43826482346453
80615860836345
38917389578123
84934939830799

1. $1%

Merchant's Account
User Account 4. No.00788880778

No. 0078786776 %

Merchant

Blinded Note

43826482346453
80615860836345
38917389578123
84934939830799
Customer (User) $19%

3.
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User Alice Verifier (Relying Party)

2. Service request

3. Data request

v

4. (unlinkable) selective
disclosure Bl "OAKORT SVERIGE

1. Issues . £
) g = et ﬁw'&

credentials e ABEGE Vg
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Advantages:

« Selective Disclosure
* Unlinkability of Transactions (Idemix)

* No Profiling by IdPs or Relying Parties

Issuer (Identity Provider - IdP)
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Send Data?

Your data will be sent and used for the following purposes

Data attributes
Name - Certified By:

‘ (@ Driver's License [Swedish] - ...

Inga Vainstein

Credit Card - Certified By:

o Visa Credit Card [My private...

. 1234 5678 9012 3456
Exp: 2012-01-12

E-Mail:

@

> Data will be sent to:

Purposes
Administration Contact Feedback

A » >

— g

- >E>» » >

E Example.com(Privacy Policy) (store.example.com, contact@example.com)
v Visa (Privacy Policy) (www.visa.com, customersupport@visa.com)

Privacy policy matching results

Click to see
all mismatches

8

Marketing  Payment Conditions

>E>»

v @
>SE»

10 days
> Data will be forwarded to others

wmepen Does not match your privacy settings

Matches your privacy settings

My current privacy settings: 9
¢’ Medium Privacy Settings v
[7] Accept mismatch

for this transaction only v

Cancel Send
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